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SUBSCRIBER REGISTRATIONS IN A MOBILE COMMUNICATION SYSTEM 



Field of the Invention 

5 The present invention relates to a communication system, and in particular, but not 
exclusively, to a communication system wherein a user is arranged to be registered 
and/or authenticated with the system. 

Background of the Invention 

10 

A communication system can be seen as a facility that enables communication 
between two or more entities such as user equipment and/or other nodes 
associated with the system. The communication may comprise, for example, 
communication of voice, data, multimedia and so on. 

15 

A communication system typically operates in accordance with a given standard or 
specification which sets out what the various elements of the system are permitted 
to do and how that should be achieved. For example, the standard or specification 
may define if the user, or more precisely, user equipment or terminal is provided 
20 with a circuit switched service and/or a packet switched service. Communication 
protocols and/or parameters which shall be used for the connection may also be 
defined. In other words, a specific set of "rules" on which the communication can be 
based on needs to be defined to enable communication by means of the system. 

25 Communication systems providing wireless communication for user terminals or 
other nodes are known. An example of the wireless systems is a cellular network. In 
cellular systems, a base transceiver station (BTS) or similar access entity serves 
mobile stations (MS) or similar user equipment (UE) via a wireless interface 
between these entities. The operation of the apparatus required for the 

30 communication can be controlled by one or several control entities. The various 
control entities may be interconnected. One or more gateway nodes may also be 
provided for connecting the cellular network to other networks, such as to another 
cellular system or to a public switched telephone network (PSTN) and/or other 
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communication networks such as an IP (Internet Protocol) and/or other packet 
switched networks. The communication between the user equipment and the 
elements of the communication network can be based on an appropriate 
communication protocol such as the session initiation protocol (SIP). 

5 

For example, in the current third generation (3G) multimedia network architectures 
it is assumed that various servers are used for handling different functions. These 
include functions such as call state control functions (CSCFs). A call state control 
function entity may provide functions such as proxy call state control (P-CSCF), 

10 interrogating call state control (I-CSCF), and serving call state control (S-CSCF). 
The serving call state control function can be divided further between originating 
call state control function (O-CSCF) and terminating call state control function (T- 
CSCF) at the originating and terminating ends of a session, respectively. Control 
functions may also be provided by entities such as a home subscriber server (HSS) 

15 and various application servers. 

From the above mentioned control entities the home subscriber server (HSS) is for 
storing subscriber related information. The subscriber information may include data 
such as registration identities (ID) of the subscriber or the terminals and so on. The 
20 home subscriber server (HSS) can be queried by other function entities, e.g. during 
registration and session set-up procedures. It shall be appreciated that the term 
"session" refers to any communication a user may have such as to a call, data (e.g. 
web browsing) or multimedia communication and so on. 

25 A user in communication with an access entity of the communication system may 
be registered in a serving controller entity such as in a S-CSCF. During registration 
proceedkigs various authentication queries or messages and authentication 
parameters such as those based on authentication quintets and/or keys may be 
transferred between the entities involved in the process. A user may have more 

30 than one registration at the same time. The registration is required for 
communication via the communication system. 
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During a registration procedure a user identifier such as a public ID is provided for 
the controller entity. Public ID is an identifier of a user of the communication system 
and the basic function thereof corresponds a telephone number of the known 
telephone systems. A 3G phone may have more than one identifier (e.g. a 
5 telephone number, one or more email-like addresses, for example session initiation 
protocol (SIP) universal resource locators (URL), an address or addresses for 
alternative communications means, and so on). 

Once a public ID is registered it is stored both in a P-CSCF and S-CSCF. An 
10 expiration timer is associated with the stored public ID. The timer functions such 
that when the expiration timer expires the registration of that specific public ID 
becomes invalid. 

In the IP multimedia subsystem IMS currently proposed by the third generation 
standards, the subscriber is authenticated at registration and can be re- 
authenticated if the subscriber re-registers. However, the inventors have 
appreciated that from time to time, events occur in the network which require the re- 
registration and/or re-authentication of the subscriber. For example: 
the length of time for which a subscriber can be registered to the network has a 
time limit. If the subscriber does not re-register in time, the subscriber becomes 
unregistered. This can have the result, for example that ongoing calls must be 
dropped and the subscriber becomes unavailable; 

the network becomes distrustful of the subscriber (for example the subscriber is 
making a very long call) and would like to re-authenticate the user during the call; 
and 

there is an error condition in the S-CSCF (for example congestion, overloading or 
the like etc.) and S-CSCF would like to force the user to use another S-CSCF. 

It has been suggested that the user should send periodic re-registration messages 
30 to the network. This allows re-authentication also to be performed. This does not 
deal with the problems which arise when the network is suspicious of a user. The 
network has to wait for the next re-registration message. Again if a change in the S- 
CSCF is required, again the network must wait for the next re-registration message. 



15 
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If the re-registration messages are too frequent, then network resources may be 
used unnecessarily. 

It has also been proposed that the session initiation protocol SIP allow for the 
5 authentication or re-authentication of a subscriber when he/she sends a new SIP 
request (e.g., INVITE). However forcing authentication when an INVITE has been 
received would unacceptably increase the session set-up time. 

The subscriber can be de-registered. A notification is sent to the subscriber about 
10 this if there is a subscription for the notification. On receipt of this notification, the 
user can re-register. This has the disadvantage that any ongoing calls will be 
dropped. 

It shall be appreciated that although the above discussed the registration 
15 proceedings and related problems with reference to an internet protocol (IP) based 
third generation (3G) communication system and session initiation protocol (SIP), 
similar disadvantages may associate with other systems as well and thus the 
description is not limited to these examples. 

20 Summary of the Invention 

Embodiments of the present invention aim to address one or more of the above 
problems. 

25 According to a first aspect of the present invention there is provided a method in a 
communication system wherein a user is arranged to register with a control entity, 
said method comprising the steps of sending a message from the communication 
system to the user requesting that the user re-register with said communication 
network and causing said user to re-register with said network in response to said 

30 message. 

According to a second aspect of the present invention there is provided a method in 
a communication system wherein a user is arranged to register with a control entity, 
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said method comprising the steps of sending a message from the communication 
system to the user requesting that the user re-register with said communication 
network and causing said user to re-register with said network in response to said 
message, said re-registration procedure authenticating said user. 

5 

According to a third aspect of the present invention there is provided a method in a 
communication system wherein a user is arranged to register with a control entity, 
said method comprising the steps of sending a message from the communication 
system to the user requesting that the user initiate a procedure with said 
10 communication network, said procedure causing re-authentication of said user 
causing said user to initiate said procedure in response to said message and re- 
authenticating said user. 

According to a fourth aspect of the present invention there is provided a 
15 communication system comprising at least one user and a control entity, the user 
being arranged to be registered with a control entity in use, said communication 
being arranged to send a message from the communication system to the user 
requesting that the user re-register with said communication network, said user 
being arranged to re-register with said network in response to said message. 

20 

Brief Description of Drawings 

For better understanding of the present invention, reference will now be made by 
way of example only to the accompanying drawings in which: 
25 Figure 1 shows a communication system architecture wherein the present 

invention can be embodied; 

Figure 2 shows an embodiment; and 

Figure 3 shows information flows in accordance with an embodiment of the 
present invention. 

30 

Description of Preferred Embodiments of the Invention 
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Reference is first made to Figure 1 which shows a possible network architecture 
wherein the present invention may be embodied. The exemplifying network system 
10 is arranged in accordance with UMTS 3G specifications. The cellular system 10 
is divided between a radio access network (RAN) 2 and a core network (CN). 

5 

In general terms, it is possible to describe a communication system as a model in 
which the functions of the system are divided in several hierarchically arranged 
function layers. Figure 1 shows three different function layers, i.e. a service layer, 
an application layer and a transport layer and the positioning of various network 
10 elements relative to these layers. It shall be appreciated that the layered model is 
shown only in order to illustrate the relationships between the various functions of a 
data communication system. In a physical i.e. real implementation the entities (e.g. 
servers or other nodes) are typically not arranged in a layered manner. 

15 A plurality of user equipment 1 is served by a 3G radio access network (RAN) 2 
over a wireless interface. The user equipment is enabled to move relative to the 
access entity, and may thus be referred to by the term mobile station. The radio 
access network function is hierarchically located on the transport layer. It shall be 
appreciated that although Figure 1 shows only one radio access network for clarity 

20 reasons, a typical communication network system comprises a number of radio 
access networks. 

The 3G radio access network (RAN) 2 is shown to be physically connected to a 
serving general packet radio service support node (SGSN) entity 3. The SGSN 3 is 
25 a part of the core network. In the functional model the entity 3 belongs to the 
transport layer. The operation of a typical cellular network and the various transport 
level entities thereof is known by the skilled person and will thus not be explained in 
more detail herein. 

30 An application layer 20 is shown to be located on top of the transport layer. The 
application layer 20 may include several application level functions. Figure 1 shows 
two call state control entities (CSCFs) 22 and 23. For a given one of the user 
equipment, one of these call state servers 22 is the so called serving call state 
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control function (S-CSCF) to which the user equipment 1 is registered. That is, the 
server 22 which is currently serving said user equipment 1 and is in control of the 
status of the user equipment. 

5 The application layer is also shown to comprise a home subscriber server (HSS) 
entity 24. The home subscriber server (HSS) 24 is for storing data such as the 
registration identifiers (ID), their status (currently-registered-with-S-CSCF1 or 
currently-not-registered) and similar user related information. 

10 For the sake of completeness some other elements such as various gateway 
entities (e.g. the Media Gateway Control Function MGCF, Media Gateway MGW 
and the Signalling Gateway SGW) are also shown. However, these do not form an 
essential part of the invention and will thus not be described in more detail. 

15 The solid lines indicate actual data communication between various entities. The 
dashed lines indicate signalling traffic between various entities. The signalling is 
typically required for management and/or control functions, such as for registration, 
session set-up, charging and so on. As can be seen, user equipment 1 may have 
communication via the access network 2 and appropriate gateways with various 

20 other networks such as networks 4, 5 and 6. The other networks may be adapted to 
operate in accordance with the same standard as the network 10 or any other 
appropriate standard. 

Figure 2 shows in more detail the serving controller entitle 22. Further controller 
25 entities such as a proxy CSCF 30 and an interrogating CSCF 31 are also shown. 
Also shown is the HSS. 

In the registration procedure, the user equipment 1 sends a request for registration 
to a proxy server entity 30. The registration request is forwarded to an interrogating 
30 server entity 31. An appropriate query procedure may then be accomplished 
between the interrogating server entity 31 and the subscriber information database 
HSS 24. The interrogating server may then request registration from the serving 
controller entity 22. The public identifier associated with the request is registered at 
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the serving controller entity 22. Acknowledgement messages may then be signalled 
in any appropriate manner. Authentication takes place as well. 

The embodiment of the invention allows the network side (that is not the user 
5 equipment of the IP Multimedia Subsystem (IMS)) to trigger the re-registration of 
IMS subscribers (i.e. the user equipment). 

A method for triggering the re-registration of IMS subscribers (that is user 
equipment ) by the S-CSCF will now be described with reference to Figure 3. 

10 An "event" "1 "happens in the network that requires a re-registration and/or re- 
authentication of the subscriber. This event could be any one or more of the 
following: the current registration expires; the network becomes suspicious of the 
user (for example because of a very long call, a change in the pattern of usage or 
for any other reason ); or there is an error condition in the S-CSCF (for example 

15 there is congestion in the current S-CSCF or it is overloaded, etc.) and the S-CSCF 
would like to force the user to use another S-CSCF. It should be appreciated that 
any other event may requires re-registration or re-authentication in alternative 
embodiments of the invention. 

In response to the event, the S-CSCF sends a NOTIFY request in step "2" TO THE 
20 proxy CSCF 30. The NOTIFY message would only be sent to the user equipment if 
the equipment subscribed to this service beforehand. It alternative embodiments of 
the invention, it may not be necessary for the user equipment to subscribe to this 
service. The NOTIFY request is a message that contains asynchronous notification 
about events. 

25 In the request sent by the S-CSCF 22 sent to the P-CSCF, the event header 
contains an event which would trigger a re-registration in a 3GPP compliant user 
equipment 1. The name of the event could be "org.3gpp.reginit" or any other 
suitable name. The NOTIFY message contains a standardised name of the event 
that caused the notification. IANA (Internet Assigned Number Authority) is the 

30 standardisation body where the name of the event may be registered. The name 
may be registered with an alternative standardisation body. In alternative 
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embodiments of the invention, the name may not be registered with a 
standardisation body and may for example be specific to a particular service 
provider or the like. 

Upon receiving the request the P-CSCF 30 sends a 100 Trying message in step 
5 "3". This message informs the S-CSCF 22 that the P-CSCF 30 has received the 
message and is trying to forward the message to the UE 1 . 

The P-CSCF 30 forwards the NOTIFY request to the user equipment 1 in step "4". 

In step "5", the user equipment 1 UE replies to the P-CSCF 30 that the request is 
accepted. 

10 In step "6" the P-CSCF 30 forwards the reply to the S-SCSF 22. 

Finally the user equipment starts a normal re-registration procedure in step 7. This 
re-registration procedure is defined in the current version of the third generation 
standard. In this re-registration procedure, re-authentication of the user equipment 
will take place. 

15 In this embodiment, one user equipment is informed that a re-registration is needed 
in order to or to continue to be able to use the services offered by the network. It is 
possible that a group of user equipment may be forced to re-register using this 
same method. 

20 An advantage of the embodiment of the present invention described hereinbefore is 
that existing sessions are not dropped, since the network can inform the user 
equipment that a re-registration is needed in order to or continue to be able to use 
the services offered by the network. Using embodiments of this invention the 
network would be able to authenticate subscribers during an ongoing call, to 

25 authenticate subscribers before receiving a call, etc. Subscribers can be 
authenticated during a call. The network does not have to drop the existing 
sessions if the registration of a subscriber becomes invalid, it can try to trigger a re- 
registration first , a procedure which requires re-authentication. Subscribers can re- 
register with a new S-CSCF without interrupting a call. This could be done by 
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causing the user equipment to send a re-register message as described in relation 
to Figure 3. During the registration procedure, the l-CSCF 31 could select a new S- 
CSCF. In this way the whole network problem will be invisible for the subscribers 
that have no active session. Malfunctioning user equipment can be reminded to 
5 send a re-registration message before the expire timer expires. 

In the described embodiment, triggering the re-registration of a subscriber is done 
by using the existing NOTIFY method defined in the third generation standard. A 
new event name should be defined in order cause this triggering. In the preferred 
10 embodiment, this name is "org.3gpp.reginit" but any other suitable name may be 
used. 

In order to get the notification requiring re-registration, the user equipment should 
subscribe to this type of notification at registration by inserting an appropriate 

15 header in the registration message. If the user equipment does not subscribe to this 
event then just before the expire timer expires, malfunctioning user equipment will 
not be reminded to send a re-registration message. This will result in the user being 
de-registered from the network, which would result in the dropping the ongoing 
sessions. Without subscribing to this service, when the network becomes distrustful 

20 the user will be simply de-registered from the network. If there is an ongoing 
session that will be dropped If there is an error condition in S-CSCF the user will be 
deregistered and possibly notified about the action. A possible ongoing session will 
be dropped. 

25 All call drops could be avoided in the above mentioned situations if user subscribes 
to this new event. In alternative embodiments of the invention, the user equipment 
can be controlled to re-register as outlined in Figure 3 without requiring the user 
equipment to subscribe to the service. The service is thus always available. 

30 In the IMS the subscriber is authenticated at registration and is re-authenticated at 
re-registration. It is possible that some event happens in the network that would 
require the re-registration and/or re-authentication of the subscriber. 
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It should be appreciated that whilst embodiments of the present invention have 
been described in relation to user equipment such as mobile stations, embodiments 
of the present invention are applicable to any other suitable type of user equipment 

5 The embodiments of the invention were discussed with reference to call state 
control function entities. Embodiments of the present invention can be applicable to 
other network elements where applicable. 

The embodiment of the present invention has been described in the context of the 
10 Universal Mobile Telecommunication System (UMTS) 3G system. This invention is 
also applicable to any other communication systems and protocols. Examples of 
other systems, without limiting to these, include the General Packet Radio Service 
(GPRS), the Enhanced Data rate for GSM Evolution (EDGE) mobile data network, 
other third generation (3G) telecommunication systems such as the i-phone or IMT- 
15 2000 (International Mobile Telecommunications) and the Terrestrial Trunked Radio 
(TETRA) system. 

It is also noted herein that while the above describes exemplifying embodiments of 
the invention, there are several variations and modifications which may be made to 
20 the disclosed solution without departing from the scope of the present invention as 
defined in the appended claims. 
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Claims 

1. A method in a communication system wherein a user is arranged to register 
with a control entity, said method comprising the steps of: 

5 sending a message from the communication system to the user requesting that the 
user re-register with said communication network; and 

causing said user to re-register with said network in response to said message. 

2. A method as claimed in claim 1 , wherein said control entity is arranged to 
10 send said message. 

3. A method as claimed in claim 1 or 2, wherein said message is sent in 
response to the occurrence of one or more specified conditions. 

15 4. A method as claimed in claim 3, wherein said specified conditions comprise 
one or more of the following conditions: 

a current registration of the user will expire in a predetermined time; one or more 
error conditions in the system; one or more error conditions in the control entity; and 
the system mistrusts the user. 

20 

5. A method as claimed in claim 4, wherein control entity error conditions 
comprise one or more of the following conditions: 
congestion in said system; overloading in said system. 

25 6. A method as claimed in any preceding claim, wherein said user is re- 
authenticated when said user is re- registered. 

7. A method as claimed in any preceding claim, wherein the user is sent said 
message only if the user subscribes to a service providing said message. 

30 

8. A method as claimed in any preceding claim, wherein the message is sent to 
the user from the control entity via an intermediate control entity. 
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9. A method as claimed in claim 8, wherein said intermediate control entity is a 
proxy call state control function. 

10. A method as claimed in any preceding claim, wherein said control entity 
5 comprises a serving call state control function. 

11. A method as claimed in any preceding claim, wherein said user is arranged 
to send a request for re-registration in response to said message. 

10 12. A method in a communication system wherein a user is arranged to register 
with a control entity, said method comprising the steps of: 

sending a message from the communication system to the user requesting that the 
user re-register with said communication network; and 

causing said user to re-register with said network in response to said message, said 
15 re-registration procedure authenticating said user. 

13. A method in a communication system wherein a user is arranged to register 
with a control entity, said method comprising the steps of: 

sending a message from the communication system to the user requesting that the 
20 user initiate a procedure with said communication network, said procedure causing 
re-authentication of said user; 

causing said user to initiate said procedure in response to said message; and 
re-authenticating said user. 

25 14. A method as claimed in claim 12 or 13, wherein said control entity is 
arranged to send said message. 

15. A method as claimed in claim 12, 13 or 14, wherein said message is sent in 
response to the occurrence of one or more specified conditions. 

30 

16. A method as claimed in claim 15, wherein said specified conditions comprise 
one or more of the following conditions: 
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a current registration of the user will expire in a predetermined time; one or more 
error conditions in the system; one or more error conditions in the control entity; and 
the system mistrusts the user. 

5 17. A method as claimed in claim 16, wherein control entity error conditions 
comprise one or more of the following conditions: 
congestion in said system; overloading in said system. 

18. A method as claimed in any of claims 12 to 17, wherein the user is sent said 
10 message only if the user subscribes to a service providing said message. 

19. A method as claimed in any of claims 12 to 18, wherein the message is sent 
to the user from the control entity via an intermediate control entity. 

15 20. A method as claimed in claim 19, wherein said intermediate control entity is 
a proxy call state control function. 

21. A method as claimed in any of claims 12 to 20, wherein said control entity 
comprises a serving call state control function. 

20 

22. A method as claimed in any preceding claim, wherein said communication 
system is a third generation communications network. 

23. A method as claimed in claim 22, wherein said message is a session 
25 initiation protocol NOTIFY message. 

24.. A communication system comprising at least one user and a control entity, 
the user being arranged to be registered with a control entity in use, said 
communication being arranged to send a message from the communication system 
30 to the user requesting that the user re-register with said communication network, 
said user being arranged to re-register with said network in response to said 
message. 
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25. A communication system as claimed in claim 24, wherein the user comprises 
a mobile user equipment 

26. A system as claimed in claim 24 or 25, wherein said control entity is 
5 arranged to send said message. 

27. A system as claimed in claim 24, 25 or 26, wherein said message is sent in 
response to the occurrence of one or more specified conditions. 

10 28. A system as claimed in claim 27, wherein said specified conditions comprise 
one or more of the following conditions: 

a current registration of the user will expire in a predetermined time; one or more 
error conditions in the system; one or more error conditions in the control entity; and 
the system mistrusts the user. 

15 

29. A system as claimed in claim 28, wherein control entity error conditions 
comprise one or more of the following conditions: 
congestion in said system; overloading in said system. 

20 30. A system as claimed in any of claims 24 to 29, wherein said user is re- 
authenticated when said user is re-registered. 

31. A system as claimed in any of claims 24 to 30, wherein the user is sent said 
message only if the user subscribes to a service providing said message. 

25 

32. A system as claimed in any of claims 24 to 31 , wherein the message is sent 
to the user from the control entity via an intermediate control entity. 

33. A system as claimed in claim 32, wherein said intermediate control entity is a 
30 proxy call state control function. 

34. A system as claimed in any of claims 24 to 33, wherein said control entity 
comprises a serving call state control function. 



WO 02/091786 



PCT/IB02/02696 



16 



35. A system as claimed in any of claims 24 to 34, wherein said user is arranged 
to send a request for re-registration in response to said message. 

5 36. A system as claimed in any of claims 24 to 35, wherein said communication 
system is a third generation network. 



37. A system as claimed in claim 36, wherein said message is a session 
initiation protocol SIP NOTIFY message. 

10 



WO 02/091786 



PCT/IB02/02696 




WO 02/091786 



PCT/IB02/02696 




Fig. 2 
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